
What’s Fueling 
Today’s DDoS 
Threats  

Here's what you need to know about DDoS trends:

Over half are misconfigured and can’t stop 
DDoS attacks.

Key Stat: 56% of Financial 
Scrubbing Centers are 
Vulnerable

Attackers bypassed Cloudflare due to 
unprotected origin servers.

X Goes Down – DDoS 
Misconfigurations to 
Blame

The Problem
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Distraction tactic + real damage. DDoS hides 
deeper breaches or extortion.

DDoS as a Ransomware 
Smoke Screen4

NoName(057) launches daily attacks using the 
DDoSia platform, which allows users to volunteer 
to donate resources and compute to an attack.

DDoS Goes Crowdsourced3

87% of organizations were hit by 
AI-driven attacks this year

91% expect more in the next 3 years

Defenders leverage AI 
to stay ahead

AI Arms Race5
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Targets of the DDoSia Project by Industry (Source: Sekoia.io)
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Read more in MazeBolt’s 
new DDoS Threat 
Landscape Report.

Download Now

Attackers are leveraging AI and defenders are 
adapting:

https://downdetector.com/
https://blog.sekoia.io/noname05716-ddosia-project-2024-updates-and-behavioural-shifts/
https://www.cybersecurity-insiders.com/the-evolving-nature-of-ddos-attacks-a-smokescreen-for-more-dangerous-threats/
https://www.digit.fyi/87-of-firms-hit-by-ai-cyber-attacks/
https://mazebolt.com/wp-content/uploads/2025/05/MazeBolt_DDoS-Threat-Landscape-Q1-2025_RP504-1.pdf



