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DDoS is in the middle of the Israel/Gaza
Frontline

The month of October 2023 opened with a slew of DDoS
attacks targeting governmental institutions in leading
countries. Starting with the British Royal Family’s welbsite,
followed by a complex attack on Australian governmental
services, and ending with an attack on Spain. All of these
attacks were executed by pro-Russian groups, revolving
around the attacked countries’ involvement with the
Russia/Ukraine conflict.

To be honest, here at MazeBolt, we thought this monthly
attack roundup would revolve around this issue yet again,
as it seems governments are still not accepting the facts
about DDoS protection misconfigurations that lead to
successful and damaging DDoS attacks. We thought we
would talk about that, and about the gaming industry's
challenges with DDoS security, following yet another
successful attack on Ironmace. Or maybe continue the
discussion about the complex relationship between the free
press and DDos threat actors, following several attacks on
press outlets.

We never imagined our main focus this month would be on
Israel and Gazaq, following a barbaric terror attack on Israel,
and an official declaration of war. But life is what happens
when you're busy making plans, and we at MazeBolt are
committed to providing the most innovative DDoS security
solutions, information, and best practices. So, despite the
pain, we carry on with our goals and missions.


https://mazebolt.com/blog/ddos-vs-gaming-lagging-and-glitching/
https://mazebolt.com/blog/ddos-vs-gaming-lagging-and-glitching/

Sadly, when it comes to cyber-warfare related to the
Israel/Gaza war, there’s a lot to discuss, and it mostly has to
do with DDoS attacks. Since the attack on October 7th, Israel
has been experiencing a barrage of DDoS attacks, launched
by more than 10 different threat actors. It seems like a
codlition was formed, aiming to disrupt Israel’s infrastructure
by any means possible. On the other hand, several pro-israel
hacktivists have engaged in similar actions, shutting down
Palestinian-related outlets. Our report details all the attacks
that were made public and officially confirmed, and it is also
recommended to follow the following outline of events to get
a grasp on how sophisticated DDoS threat actors can get
when they share a common goall.

On October 6th, “Cyber Av3ngers” claimed responsibility for
hacking the Noga Independent Systems Operator and
launching DDoS attacks. While never confirmed to be
successful, this event marks the beginning of cyber activity
related to the ongoing conflict. On October 7th, within an hour
of the 5000-missile attack on Israeli civilians by Hamas,
Anonymous Sudan launched DDOS attacks on all the alert
applications used for notifying citizens about incoming
rockets. On October 8th, the Russian hacker group ‘Killnet’
claimed responsibility for shutting down the Israeli
government'’s site - but in all likelihood, it was a self-restricting
move to geo-block access to protect the country's critical
services.




Later that day, Anonymous Sudan attacked The Jerusalem
Post's website (the leading English-written press outlet in
Israel), causing it to go offline for almost 2 days. On the
opposite side, several pro-Israel hacktivists shut down
Palestinian-related outlets, such as the Palestinian
government websites, the websites of Hamas, and the Islamic
University of Gaza.

In the following days, the cyber-war escalated, as various pro-
Israel and pro-Hamas hacker groups engaged in cyber
activities, shutting down websites and targeting infrastructure,
mostly through DDoS attacks. This includes involving citizens
willingly adding their 10T devices to botnets, aiming to disrupt
as many services as possible. On October 16th, amidst other
cyber incidents, Israeli news websites “All Israel News” and
“Abu AliExpress” were targeted by “YourAnon T13x” with DDoS
attacks. although not officially confirmed, it seems like the
sites were indeed down for several minutes.

Some of the threat actors decided to title their efforts as
"Oplsrael2’. Although trying to escalate the DDoS attacks as
the fighting progressed, Israel increased its ground operation
and the last remaining internet and mobile connections in
Gaze went dark. As of writing this report, many DDoS threat
actors are still trying to shut down critical online services in
Israel, with little success, as the Israeli government is known
for its heavy investments in DDoOS security. Among these well-
known threat actors are Mysterious Team Bangladesh,
Anonymous Sudan, Insane Pakistan, Garnesia Team,
Moroccan Black Cyber Army, and others.




We hope this war ends soon and for peaceful days ahead. As
we've published before, many organizations are currently
understaffed due to different reasons including military
reserve duties and personal time off. During these challenging
times, everyone can do something to help someone. We, at
MazeBolt, extend our hands to any organization in Israel and
abroad that is suffering fromm a DDoS attack related to the
current conflict with Hamas. Any organization that requires
assistance can contact us at support@mazebolt.com - we
are here for you.
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https://www.dailymail.co.uk/news/article-12581193/Royal-Family-website-crashes-targeted-Russian-hackers-cyber-attack.html
https://www.theguardian.com/australia-news/2023/oct/06/australia-department-of-home-affairs-ddos-hack-russia
https://www.reuters.com/world/europe/host-eu-summit-spain-target-ddos-cyberattacks-2023-10-06/
https://decrypt.co/200533/stars-arena-hacked-avax-friend-tech
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https://www.timesnownews.com/technology-science/israel-under-digital-attack-islamic-hackivist-groups-wage-cyber-war-article-104244615
https://www.bankinfosecurity.com/this-attack-akin-to-911-israeli-cyber-leaders-respond-a-23262
https://fortune.com/2023/10/09/cyberattacks-israel-hamas-attack-russia-palestineddos/
https://exputer.com/news/games/dark-and-darker-ddos-attack/
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https://www.securityweek.com/hackers-join-in-on-israel-hamas-war-with-disruptive-cyberattacks/
https://therecord.media/hacktivists-take-sides-israel-palestinian
https://www.reuters.com/world/middle-east/hackers-hit-aid-groups-responding-israel-gaza-crisis-2023-10-13/
https://www.reuters.com/world/middle-east/hackers-hit-aid-groups-responding-israel-gaza-crisis-2023-10-13/
https://news.yahoo.com/russian-hackers-attack-websites-belgian-154309223.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAJtoKE8vyKVYSxgDDvnsUOAOD-NTafJ98rn7V1VKsR28yBvc9sNUoDM77Q-c9ewmQe9byxdEXWbOwyMepcQSTMBdCTbYLJ89r_WFkEosqV2H7iBncs18SU_xp_SlE1aNyUyXSpzt-LkSpKEe6ikwLKERO9yJw1UPngqT8016dGuS
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12 hours website e ommanaler
downtime Khamenei
Webpages for
Guatemald's judicial
branch, Department
24 Hours of Agriculture and
attack the General Secretary .
October 14 Guatemala Government 12 hours of the president, NA Link Anonymous
intermittent and more -
downtime in support of
Indigenous
organizations in
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https://www.voanews.com/a/hackers-attack-guatemalan-government-webpages-/7311461.html
https://www.voanews.com/a/hackers-attack-guatemalan-government-webpages-/7311461.html
https://www.scmagazine.com/brief/cyberattack-disrupts-henry-schein
https://support.deezer.com/hc/en-gb/articles/14322615321629-DDoS-Attack-on-Deezer
https://www.cyberdaily.au/security/9716-pakistani-threat-actor-targets-optus-stadium-with-ddos-attack
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https://english.radio.cz/ministry-police-and-crimea-summit-websites-victims-cyber-attack-8798039
https://therecord.media/ukranian-hackers-disrupt-internet-providers-crimea
https://www.numerama.com/cyberguerre/1548318-des-hackers-pro-russes-harcelent-les-grands-medias-americains.html
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