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Israel is Under Fire

Every April, several DDoS attacker groups launch #0plsrael,
usually around April 7th. But this year, there we saw a surge
of aggressive DDoS attack campaigns, mainly by threat actor
group Anonymous Sudan. Following the malicious success of
#Oplsrasel, some of the DDoS attackers sought to wreak
havoc on other countries as well. The bottom line — the
enormous monetary damages and disruption of crucial online
services could have been avoided by fine-tuning DDoS
protection configurations and continuously testing for
vulnerabilities with zero downtime.



The Most Damaging #0Oplsrael in Years

Leading up to April 7th, the official date of #Oplsrael, most
leading universities in Israel were attacked, with many of them
suffering downtime. The same universities were attacked again,
later in the month, proving that their DDoS protection is far
from effective. Many DDoS attacks were launched on April 7th,
and most of them were mitigated, but later in the month, the
campaign resumed, with Anonymous Sudan leading the charge
against Israel’s leading infrastructure organizations. Israel's
Electric Company's services were disrupted several times, the
National Insurance Institute’s site crashed during an 18-hour
attack, and some of Israel’s leading media outlets were hit as
well, including i24News, Kan 11, and CellcomTV. Another major
attack was targeting several leading Israeli banks, which were
attacked in a combined, 18-hour-long attack that caused severe
downtime and disruption to client’s online services. We
estimate the initial damages of this combined bank attack to be
around 3 million USD, but we can predict that the actual costs
will be higher in the long run.




DDoS Protection isn’t Protected

One of the most shocking DDoS attacks in April took place on
the 27th when The Israeli Mossad’s site crashed as well as
Checkpoint’s services shut down for almost an hour. Both
organizations are known for their top-notch security and
protection, however, Checkpoint is a company that provides
enterprises with end-to-end security. So, while they were
down, their clients’ networks, cloud, data, and more were
unprotected. If companies offering security solutions are
vulnerable to DDoS attacks, so too are their customers. The
only way to discover vulnerabilities is to continuously test for
them and make sure their DDoS security is updated with all
attack vectors and known threats.

Damage Cost is on the Rise

At the end of the month, it was officially published that LG
Uplus, the leading South Korean communications provider, will
pay almost $30 million to more than 4 million retail customers
and small business owners following major DDoS attacks that
took place in February of 2023. This astonishing amount is
added to the real-time monetary damage of the attack, which is
estimated to be around $4 million.




So, one successful DDoS attack caused almost $35 million in
damages, and disrupted services for millions of clients, in
addition to severe reputational implications. In comparison, the
attack on Virgin Media UK that took place on April 4th was no
less severe. With an estimated S$2 million in immediate
damages and millions of clients experiencing severe disruption
to services, from internet connectivity to zero connectivity to
IPTV and mobile phones. This attack took a major toll on Virgin
Media. During the 8-hour-long attack, at least 3 hours were
considered official downtime, leaving millions, literally, in the
dark.

Organizations must take proactive measures to gain important
insight into their online services’ protection layers. It’s hard to
imagine that organizations take the risk of falling victim to a
successful DDoS attack when the cost of avoiding such an
attack is so low in comparison. It only takes one successful
DDoS attack to bring an organization’s online services down. In
order to avoid that attack, it is vital to continuously test for
DDoS vulnerabilities and remediate the relevant DDoS risks.
This can be done without disruption to production, and it only
takes one step — to be proactive. At the end of the day, no
vulnerabilities mean no successful DDoS attacks.




Date of Duration Estimated

Country Vertical of Attgek Powntime  Companies affected

attack Damage

the Open University,
Ben-Gurion
University, the
April 3 Israel Education 4 Hours 1Hour Technion and the NA
University of Haifa,
and other academy
institutions

April 4 Finland Government 4 Hours 53 Hours .The F'r,m'Sh . NA
ongoing parliament’s website

Virgin Media

April 4 UK Telecom 8 Hours 3 Hours Broadband ISP 2MilUsD
The Finnish
April 5 Finland Media 3 Hours 0.5 Hours Broadcasting NA

Company's (Yle)
website

Press

=
-]
~

-
-]
~

=
-]
~

-
-]
~


https://www.israelhayom.co.il/tech/tech-news/article/13905119
https://www.techrepublic.com/article/ddos-attacks-finland-israel/
https://www.ispreview.co.uk/index.php/2023/04/major-network-outage-strikes-broadband-isp-virgin-media-uk.html
https://yle.fi/a/74-20026015
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https://www.yenisafak.com/en/world/german-official-websites-hit-by-cyberattack-3663164
https://ciso.economictimes.indiatimes.com/news/cybercrime-fraud/ddos-attacks-strike-indian-airports-heres-how-the-threat-was-mitigated/99461876
https://www.itworldcanada.com/article/breaking-news-ddos-attacks-block-pm-trudeaus-web-site/536110
https://gamerant.com/blizzard-ddos-attack-battlenet-april-2023/
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https://www.cbc.ca/news/canada/nova-scotia/port-halifax-montreal-cyberattack-website-1.6808370
https://globalnews.ca/news/9620864/hydro-quebec-cyber-attack/
https://www.timesofisrael.com/hacker-group-brings-down-israeli-postal-banking-and-telecoms-websites/
https://www.darkreading.com/attacks-breaches/anonymous-sudan-claims-responsibility-ddos-attacks-israel
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Blizzard - Battle.net
(Call of Duty, World
April 19 USA Gaming 3 Hours  1Hour of Warcraft, 750K USD Link
Overwatch 2, and
more)

April 20 Belgium  Aviation 72 Hours Ongoing Eurocontrol 6Mil USD Link



https://www.globes.co.il/news/article.aspx?did=1001443872
https://www.thegamer.com/dark-and-darker-ddos-attack-playtest/
https://in.ign.com/call-of-duty-modern-warfare-2-1/182737/news/call-of-duty-blizzard-servers-down-after-a-ddos-attack-overwatch-2-also-impacted
https://qz.com/russian-hackers-eurocontrol-air-traffic-1850361364
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https://www.timesofisrael.com/websites-of-israeli-port-hacked-sudanese-group-said-to-claim-responsibility/
https://www.darkreading.com/attacks-breaches/anonymous-sudan-claims-responsibility-ddos-attacks-israel
https://brnodaily.com/2023/04/28/prague/prague-city-hall-servers-attacked-due-to-support-for-ukraine/
https://www.fox5atlanta.com/news/websites-for-hartsfield-jackson-ups-possibly-targeted-by-hackers
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